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 With the advance of computing technologies, cloud computing has become one of the 
leading trends in the current era. Most of the enterprises use their IT resources to form 

the Private cloud and purchase the resources from Public cloud service providers when 

the resources are not sufficient. Such a model is referred as Hybrid cloud. In cloud 
computing, Hybrid cloud is increasingly becoming an important research issue. Though 

cloud computing is increasing its popularity thanks to its advantageous features, it also 

paves way for many security concerns to the computing environment. This paper 
proposes a framework for intelligent jobs migration from private to public cloud for 

meeting the resource requirements of the jobs in the private environment, but with 

minimum exposure of the critical jobs to public cloud. Here, we considered the private 
cloud environments where a role based hierarchy is maintained. This intelligent job 

migration is done by using the roles of users and some defined rules, other than the 

usual workload parameters. By reducing the migration of the critical jobs to public 
cloud, the probable security issues that could have occurred to the private data and 

applications can be minimized. The simulation results also shows that the intelligent 
migration is possible without affection the job completion rate of the critical jobs. Thus 

the job migration can be done in such unavoidable situations with minimal security 

risks and with very minimal performance overhead. 
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INTRODUCTION 
 

 Cloud Computing has become one of the emerging technologies that provides hosting as well as delivering 

services in the Internet. Cloud Computing refers to both the applications delivered as services over the Internet 

and the hardware and systems software in the data centres that provide those services. NIST has given a detailed 

description for cloud computing and its characteristic features (Peter Mell and Timothy Grance, 2011). 

 

A. Cloud Services: 

       The services provided by Cloud Computing are commonly referred to as Cloud Services, which include 

Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (IaaS). In SaaS, are 

the services provided by the cloud providers. These are applications that can be used by the customer. The PaaS 

is a category of cloud computing services that provides computing platform as a service for the customers. In 

IaaS, physical or virtual machines and other resources are provided by the cloud service provider (CSP) to the 

customers. 

 

B. Cloud Computing Models: 

      The Cloud computing model can be deployed in different ways. The most common deployment models are 

Private Cloud, Public Cloud and Hybrid Cloud. 

1) Private Cloud: The Private Cloud generally refers to the cloud setup that is deployed in an enterprise using 

the IT resources such as network, servers and storage hardware that an enterprise own. This cloud model is 

accessible only to the users within the enterprise.  

2) Public Cloud: The Public Cloud is the computing infrastructure provided by the Public Cloud service 

providers. The most popular Public Cloud Service Providers are Amazon AWS, Microsoft and Google. Here the 

infrastructure is hosted by the Cloud Service Provides at their premises. The customer shall request for the 
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Cloud services and use it on a pay as you use basis. The customer has no visibility or control over where the 

computing infrastructure is hosted. The computing infrastructure is shared among many enterprises. Enterprises 

may use private cloud to run host critical applications which has high security concerns. The Public cloud is 

used to run applications which have relatively less security concerns.  

3) Hybrid Cloud: There is a provision available where an enterprise uses the resources available to form the 

Private cloud. If the resources run out, then the job can be migrated to the Public cloud. This will reduce the 

amount of usage of public cloud, as it is used only when it is needed. This type of model where both Private 

Cloud and Public Cloud are used together is referred to as Hybrid Cloud.  

       When it comes to Hybrid Cloud framework, the main concern is to figure out when a job running in the 

Private Cloud has to be migrated to the Public Cloud.  

      Although Cloud Computing provides many advantages including high scalability, dynamic provisioning and 

increased flexibility, it also introduces a range of new risks. In the case of hybrid cloud, it combines the merits 

of private cloud and public cloud. The internal  security controls and better control over data and applications of 

private cloud are providing more secure environment for hybrid systems. It also combines the features like high 

scalability, dynamic provisioning and increased flexibility etc of public cloud. But, at the same time, access to 

public environment welcomes security risks too to the private environment. Though many security 

measurements and practices are advised by industry and academic community, still security issues are hindering 

organizations to keep their sensitive data and applications in the public cloud. 

       In this paper, we propose a new framework for on-demand job migration in Hybrid Cloud. This framework 

deals with the migration of jobs from Private cloud to Public Cloud, when the workload in the private cloud 

exceeds its infrastructure capacity. To keep the hybrid environment safe and secure, here in this work, we try to 

minimize the migration of critical tasks to public cloud while the migration is taking place. The organization of 

the paper is as follows: the next section gives a brief discussion on the related works in this area, followed by 

the system architecture explanation. After that the job migration policy used in this work is explained. The next 

section  gives a brief discussion on the implementation details and the results obtained. And, the paper 

concludes with mentioning the possible enhancements that can be made with this work. 

 

1. Related Work: 

 There are many studies on the load-balancing problem and job migration in cloud, but few of them are 

concerned on security and privacy of jobs that are migrated. 

 Elahe Naserian et al. (2014) proposed a job migration concept in cloud environment for reducing the cost of 

maintaining data centres. In this work, they considered parameters such as cooling cost and they tried to reduce 

the cooling cost and thus reduced the overall maintaining cost of the data centres. They proposed an analytical 

approach which identifies the interaction between migration decisions and cooling cost in cloud data centers. 

They considered the data centers located in different part of the globe where the electricity price also differ. 

They did migration of workload considering the price of electricity of the locations where the data centers are 

available. In this work too, the parameters of concern were workload and cost of balancing the workloads. 

 Tao Lu et al. (2014) suggested a virtual machine (VM) migration method based on the traffic affinity 

existing among the different groups of the VMs. Here, they were trying to reduce the issues of bandwidth 

consumption while migration of many number of VMs occur in parallel.  

 Chih-Tien Fan et al. (2012)  addressed the agent based automatic intelligent service migration on a Hybrid 

Cloud. The prototype integrated a Private Cloud with the Public Cloud. They did not consider the cost and QoS 

issue to deploy the agents in the Hybrid Cloud. 

 Hui Zhang et al.(2011)  presented the design of a hybrid cloud computing model. With the proposed 

workload factoring technology, the hybrid cloud computing model allows enterprise IT systems to adopt a 

hybrid cloud computing model where a dedicated resource platform runs for hosting application base loads, and 

a separate and shared resource platform serves trespassing peak load. 

 Stephen Kaisler and Money [2011] determined that the service migration concept is compatible with the 

cloud computing paradigm. They conclude that the service migration concept enhances the use of cloud 

computing to provide an organization with computing services subject to security and privacy criteria. 

 Rui Wang et al. (2011) proposed a method for VM (Virtual Machine) migration considering the workload 

of the VMs and physical machines. The migration policy was based on cloud services. 

 Khanna et al. (2006) monitor the resources (CPU and memory) of physical and virtual machines. If a 

resource exceeds a predefined threshold and some SLA is at risk, then the system migrate a virtual machine to 

another physical host. 

 In most of the works done in the area of job migration, the major concern was the efficient utilization of the 

resources: computing or network resources. Much importance was not given for security and privacy of the data 

and the applications that will be migrated. But, in a Hybrid cloud environment, even though the migration from 

private cloud to public cloud is unavoidable, security and privacy of the sensitive data and application must be 

preserved; and it is a challenging task. 

http://rd.springer.com/search?facet-author=%22Elahe+Naserian%22
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2. System Architecture Of Proposed Work: 

 The proposed system is applicable for a hybrid cloud environment where the private cloud is following a 

role-based privileges for  using applications and data.  

 The system architecture of the framework for secure job migration in hybrid cloud is presented in this 

section. Figure 1 shows the abstract view of the proposed system. The system involves a component named Job 

Migration Manager (JMM), which will act as the intermediary between private and public cloud. The JMM 

includes components User Manager, System Monitor, Job Monitor, Domain Manager, and Priority Manager. 

 The components in the frame work are explained in detail as follows: 

 

A. Job Migration Manager (JMM: 

 JMM consists of the following sub-modules. Based on the information gathered from these modules, JMM 

decides which job to be migrated to public cloud for efficient balancing of workload in the private cloud, but 

with minimal exposure of critical jobs to public environment. 

 

(1) User Manager (UM): 

 The UM performs the verification and validation of a user in the private cloud. Based on the organization 

policies, the UM classifiers the users in to different levels and each level will be assigned with priority values. 

The UM assigns an owner id with each job submitted by the particular user. The owner id will reflect the level 

of priority of the particular user in the private cloud environment.  

 

(2) System monitor (SM): 

        The SM collects all information about the system configuration of the physical machines that formulate the 

private cloud and the virtual machines(VMs) running in the physical machines. It keeps updated details of the 

VM's workload, VM's capacity and resource utilization of the VMs. 

 

 
 

Fig. 1: System Architecture. 

 

(3) Job monitor (JM):  

 The JM keeps the details of all the jobs belonging to different domains running in the private cloud. The 

details include the time of occurrence of the event, job name, status of the job (started, complete or error), job 

size, requirement of resources for each job, current usage of resources, owner id, priority value etc. 

 

(4) Domain Manager (DM): 

 All the jobs in the private cloud will be assigned with a domain id. Based on the type of the cloud services 

needed by the applications running in the private cloud, a domain id will be issued by the DM. Jobs belonging to 

a particular application will have the same domain id.  

 

(5) Priority Manager (PM): 

       The Priority Manager helps to assign user defined priorities for each job submitted by any user in the 

private cloud. The  PM helps the user to modify the priorities of already assigned priorities in online mode. 

 

Job Migration Policy: 

 The two basic objectives that to be met by the migration policy are efficient load balancing and minimal 

exposure of critical jobs to public environment. Job migration may be needed for the private cloud as sometimes 

the applications requirement may exceed the infrastructure capacities of the private set up. Though the hybrid 

system provides a way for utilizing the rapid, on-demand resource provisioning of public cloud, the security 

risks of being exposed to public environments to be reduced. Here, we suggest a job migration policy by which 

public resources can be used on-demand to meet the need for more infrastructure, but trying to reduce the 

exposure of critical jobs to public cloud to an optimal level.  The jobs belonging to different domains given by 

various users are queued in the private cloud first. When the load of the Private Cloud exceeds a specific 
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threshold, the Job Migration Manager will initiate job migration process. The job migration flow is as follows:  

1) The Private Cloud instances periodically send the heartbeat message that contains the load information to 

Job Migration Manager (JMM)  

2)  The JMM computes the workload according to the information available with System Monitor and Job 

Monitor to check the load of the cloud. It checks whether the available resources are enough to meet the 

requirements of the running jobs in the private cloud.  

3)  If the requirements are found to exceeds the capacity threshold (say, 80% of the total capacity) 

considerably, the JMM start to think about the load balancing. 

4) With the information collected from all its sub-components, JMM start to identify the least priority jobs 

submitted by least priority users 

5) First, the least priority users, in the current running scenario, will be identified. Then, among the multiple 

jobs submitted by that user, the least priority job will be identified. 

6) If a tie occurs, the job with longest-remaining-time to finish will be identified.  

7) The identified process will be then suspended to free up the resources like CPU and Memory; and the 

running status will be saved into a secondary storage medium. 

8) Again the workload will be monitored and if it exceeds the threshold, next least priority jobs from the least 

priority user will be identified and steps 5 and 6 will be repeated.  

9) Once, the suspending of the jobs alone are not efficient to balance the load, request for migration will be 

initiated. 

10) The first suspended job will be first migrated and this step continues until enough capacity is made 

available in the private cloud environment. 

11) Thus, the chance of critical jobs (with higher priorities) being migrated to public cloud environment is 

reduced. 

 

3. Implementation And Results Analysis: 

 The implementation will consider the following requirements: 

 

A. Hybrid Cloud Setup 

         A real hybrid cloud environment was not created due to lack of time and expertise in cloud set up. For this 

work, we created a cloud environment which can represent a hybrid cloud environment conceptually. 

Eucalyptus (Johnson D et al., 2010) is used to set up the cloud environment. In the cloud setup, virtual machines 

were spawned. Of the virtual machines, some were selected as the private cloud and some virtual machines were 

selected as the public cloud machines. 

 

 

B. Hadoop nodes 

        In all the virtual machines the Hadoop (Tom White,2012) image files are loaded. In the private cloud 

machine one is chosen as the master node and the others act as the slaves. 
 

C. Result Analysis with CloudSim. 

        To analyze the performance of the new job migration policy, it was needed to try it with many number of 

users with many number of jobs in the private cloud setup. As, spawning many number of virtual machines was 

not possible with our current infrastructure, we decide to try it with simulation using CloudSim (Rodrigo et 

al.,2010). We have simulated the private environment consists of users in four levels of priorities(1 to 4, with 1 

having the highest priority). The simulation is been conducted for different workloads; .i.e. the total number of 

jobs arriving in the private cloud are varied as 100, 300, 500, 800 and 1000 jobs. The infrastructure resources 

needed for each job, (considered here) are Memory and  CPU speed.   Here, we used the following parameters to 

analyse the performance and performance overhead, if any, of the new job migration policy: 

 

 

(i) Number of Critical Jobs Migrated:  

         The objective of the new migration policy is to reduce the migration rate of high priority jobs, when job 

migration occurs from private to public cloud for balancing the workload in the private cloud. The simulations 

are done for all the four scenarios and the analysis is given as a graph in Figure 2. In the Figure 2, the 'x-axis' 

shows the  total number of jobs generated in the private cloud for four different occasions and the 'y-axis' shows 

the Job Migration Index which is calculated as the sum of the weightage assigned to the user-priority and job-

priority (where, priority 1 will have the highest weightage). From the graph, it is evident that, while using the 

new intelligent job migration policy the higher priority jobs are less migrated compared to a normal job 

migration policy which considers only the workload parameter for migration.        
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(ii) Number of Critical Jobs Completed:  

          In Figure 3, another graph is plotted with total number of jobs submitted in the four given scenarios and 

the successful completion rate of the higher priority jobs. The Critical Jobs-Completion Index in the 'y-axis' of 

the Figure 3, is again the sum of the weightage assigned to the user-priorities and job-priorities of the higher 

priority jobs that are successfully completed. This analysis is done to ensure that our new migration policy has 

not introduced any overhead over the number of successful completion of the higher priority jobs in given 

situations. The Graph show that in any scenario the rate of successful completion of higher priority jobs falls 

short compared to the normal workload-only based migration policy. 

   

 
    

Fig. 2: Graph showing critical jobs migration rate. 

 

 
 

Fig. 3: Graph showing critical jobs completion rate. 

  

4. Conclusion And Enhancements: 

 In this paper, we presented a job migration model for hybrid cloud computing system. When the resources 

in the Private Cloud are not sufficient for the job to run, then the job is migrated to the Public Cloud. The job 

migration is controlled in such way that minimum number of critical tasks only migrated to public cloud to 

reduce the security issues that may arise in a hybrid cloud environment. This framework achieves the load 

balancing for a resource scarce private cloud environment, with minimum risk of exposing mission critical data 

and applications to the public cloud. The service migration is demonstrated on Hadoop platform, and the 

performance analysis is done with CloudSim. 

 In this paper we build hybrid cloud with both private and public cloud using Eucalyptus. We assumed that 

one cluster is private cloud machines and other cluster is the Public Cloud machines. As the future work, this 

framework can be extended to a Public Cloud which is the original Cloud from the Cloud Service Provider. 

And, the performance of the job migration policy can be improved by using optimized policies for job allocation 

and scheduling. Also we did not take into account the security features of the framework. So those features can 

be added to the framework to make it best suited for enterprises. The trustworthiness of the public cloud service 

provider will also be considered while identifying a provider for migration. 
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